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1. Overall Description:

SA3 thanks SA2 and CT4 for their replies. SA3 deems the alternative method for source verification developed by CT4 to be appropriate. We'd like to provide feedback on the points c) and d) noted by CT4 as follows:

c) 
moreover, it is assumed that a Diameter Edge Agent deployed in the serving PLMN is not required to perform the check of the Origin-Realm AVP. On the other hand, if the Diameter Edge Agent is deployed outside of the serving PLMN (e.g. used by an IPX provider) and is then the first external Diameter agent in the inter-PLMN network, it will have to check the Origin-Realm AVP received from the serving PLMN;

While it is always useful and diligent by an operator to filter one's own outgoing traffic, it is not strictly needed that the serving network also does the described check. The security-relevant check has to be done in the first external Diameter agent outside of the serving network. SA3 would also like to point out that the proposed security mechanism will not work with network configurations where a (potential) visited PLMN acts as intermediate Diameter Agent network.

d) 
it is questioned whether the Origin-Realm AVP check would be performed for all Diameter applications and request messages or only for the S6a authentication procedure. In the latter case, the first external Diameter Agent interconnecting the serving network would need to be a Diameter Proxy supporting the S6a Diameter Application.

It is preferrable from security perspective to perform the check for all messages.

SA3 would also like to answer the request by SA2:

SA WG2 kindly asks SA WG3 to clearly identify any additional functional requirements on the 3GPP architecture that my arise from the existence of the DEA and optional intermediate agents, and further to keep to SA2 informed of any future progress that they may make in their work.

Functional requirements on Diameter agents will be specified by CT4, as outlined in the solution alternative described in their LS C4-122216. SA3 currently sees no need to add further requirements. The proposal to add Diameter agents to the LTE roaming architecture was seen as necessary in order to allow specification of functions to be performed by those agents.

2. Actions:

ACTION: SA3 asks SA2 and CT4 take the information above into account.
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